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K BOMPOCY O NPOTUBOAENCTBUNA
NMHOOPMALMOHHOMY TEPPOPU3MY
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OmcKnin rocynapctBeHHbIn yHuBepcuteT um. ®. M. loctoeBckoro, Omck, Poccua

B xope npoBenenHoro aHammsa nH(GOPMALMOHHOIO TePPOPU3MA UCCIE[OBAHA €r0 CYLIHOCTD, O0IeCTBEHHAs OIIac-
HOCTb U CJIO)KHOCTb BBIABJICHMA M pacCiIefOBaHMs IIpaBOOXpaHUTENbHbIMI opraHamu. [IpepcraBieH 0630p cyne6-
HOJl MPAaKTUKM IO MPECTYIUICHMSM TepPOPUCTUYECKOi HAIllpaBlIeHHOCTH. BpisBneHa mpobrmeMa MCIIONb30BaHMS
COLMA/IbHBIX CeTel ¥ MeCCeHPKepOoB B IIPECTYIHbIX Le/IAX Ha IpuMepe Telegram, mpy oMoy KOTOporo mpecTyi-
HVIKV MOTYT 00IIaTbCs, BepOOBaTh COyYaCTHUKOB, 00yYaTh UX, CO3/jaBaTh TaK Ha3bIBaeMble CILALNE SYEHKY Teppo-
PUCTUYECKUX TPYyNIMpPoBOK. OTMeYeHO, YTO B TaKMX MeCCeHMKepax MUPpyoTcs coobieHnus, pacumdpoBka Ko-
TOPBIX IIOTPe0OyeT 3HAYNTETBHOTO BPEMEHM, a B pe3y/IbTaTe TaKye CBEeHIA MOTYT CTaTb Ma/JIOMH(OPMaTUBHBIMIL
BriaBnena cucrema npoduaakTuky MHGOPMAIMOHHOTO TeppopusMa B Poccuiickoit Demepanum, koTopas JODKHA
OCHOBBIBATLCA Ha 4YeThIpeX IIOAIXOfjaX: COIMa/TbHO-3KOHOMMYECKOM, OPTaHM3aIIOHHO-TeXHUYECKOM, IIPaBOBOM,
BHelllHeM (Me>XnyHapopgHoM). CleslaH BBIBOJ, YTO pa3BUTHeE LU(POBBIX TEXHOIOIMIT, @ IMEHHO COLVA/IbHBIX CeTell
(Facebook!, Twitter?, «<BKonrtakre», «OgHOKIacCCHUKI» ), MecceHmKepoB (Telegram, WhatsApp?, Viber, Line*) n nnpix
MHTepHeT-IIaTPOPM CIIOCOOCTBOBAIO PACIIMPEHNUI0 MPECTYIIeHNniI B NHPOpMannoHHoi cdepe, B 0COOEHHOCTH
MHPOPMALMIOHHOTO TepPOpU3Ma.

Kniouesvie cnosa: ”HGOPMAIVIOHHBII TEPPOPI3M, COLIMAIbHbIE CETI, MECCEHIKePbI, Mepbl IIpefyIpeKae N NHPOop-
MAaIJIOHHOTO TeppopusMa, MH(YOpMAaLMOHHbIe TEXHOIOIMY, ceThb VIHTepHeT, KpUMIHOIOTYecKas IpoQuIaKkTiKa
IIPeCTYIUIEHNUIA.

ON THE ISSUE OF COUNTERING INFORMATION TERRORISM
(USING THE EXAMPLE OF THE TELEGRAM MESSENGER)

© Shpak A. A., 2024

Omsk State University named after F. M. Dostoevsky, Omsk, Russian Federation

In the course of the analysis of information terrorism, its essence, public danger and the complexity of detection
and investigation by law enforcement agencies are investigated. The review of judicial practice on terrorist crimes is
presented. The problem of using social networks and messengers for criminal purposes has been identified using the
example of Telegram, with which criminals can communicate, recruit accomplices, train them, and create so-called
“sleeping cells” of terrorist groups. It is noted that such messengers encrypt messages, the decryption of which will
require considerable time, and as a result such information may become uninformative. The system of prevention of
information terrorism in the Russian Federation has been identified, which should be based on four approaches: socio-
economic, organizational and technical, legal, and external (international). It is concluded that the development of
digital technologies, namely social networks (Facebook®, Twitter®, VKontakte, Odnoklassniki), messengers (Telegram,
WhatsApp’, Viber, Line®) and other Internet platforms contributed to the expansion of crimes in the information
sphere, especially information terrorism.

Keywords: information terrorism, social networks, messengers, measures to prevent information terrorism, information
technology, the Internet, criminological crime prevention.

! IIpunapnexxur komnanun Meta Platforms, Inc., mpusnannoit B Poccuu sKCTpeMUCTCKOI OpraHusariyet, ee AeATeIbHOCTD 3alpellieHa.
*3abnokuposaH Ha Tepputopuu Poccuiickoit Oefeparun.

* TIpuHapexxut komnanuy Meta Platforms, Inc., mpusHauHOI B Poccmy 9KCTpeMICTCKOI OpraHy3aliiell, ee iesiTeNbHOCTD 3allpellieHa.
*BHeceH B peecTp 3aIpelieHHbIX CaiiTOB.

*Belongs to the Meta Platforms, Inc. company, which is recognized as an extremist organization in Russia and its activities are prohibited.
®Blocked on the territory of the Russian Federation.

”Belongs to the Meta Platforms, Inc. company, which is recognized as an extremist organization in Russia and its activities are prohibited.
8 Added to the register of prohibited sites.
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Ba>KHeI711HeI71 npo61eMoil B COBPEMEHHBIN
Iepuoy, ABAeTCA HPOTUBOJAENICTBUE Tep-
popusmy. B HacrosAmee BpeMaA NPEeCTYIHUKY IIPK
COBepIIeHUH NIPeCTYNIeHNA aKTUBHO MCIOb3YIOT
MHPOPMALMOHHBIE TEXHOJIOTHM, ITO3BOJIAIOLIVE
yBEINYMBATh TeorpaduIo 1 cofiepXKaHme IpecTyI-
HBIX peiicTBuil. KoHcTaTupyeMm, 4TO HeKOTOpble
TePPOPUCTUYECKNE OPraHM3aLMM LOeCTBYIOT Ha
Tepputopuy He Tonbko Poccuiickoit @epepanun,
HO 1 3apY0O@XHBIX CTPaH, MIMEIOT TPAHCHAIMOHA/Ib-
HbIII XapakTep. CremoBaTelbHO, BHYTpeHHUE M
BHEILIHNE YTPO3bl OT TePPOPUCTUYECKOI JesATeNb-
HOCTM YBEe/IMYMBAIOTCA, NPENCTABIAA ONACHOCTD
IIs1 MeXXAYHapOJHO 6e30macHoCTH (2, ¢. 124].

[To maHHBIM OQUIMANTBHON YTrOIOBHOM CTa-
TUCTUKY, B 2023 1. B Poccum saperucrpuposaHo
18 987 ciyuaeB 3aBef;OMO JIOKHOTO COO61IeHMsT 00
aKTe TeppopusMa, 548 ciaydaeB IyOIMYHBIX IIPU-
3bIBOB K OCYIL[€CTB/IEHUIO TePPOPUCTUIECKOI fles-
TENIBHOCTY, NMyOIMYHOTO ONPaBIaHNUsA TeppoOpu3Ma
VIV IIpoTaranpibl Teppopusma (ct. 205.2 YK PO)'.

3a sitHBapb — MapT 2024 r. BbIABIeHO 4896 ciy-
YaeB 3aBeJOMO JIOKHOTO COOOIieHMss 06 akTe
TeppopusMa, 185 ciydaeB myONIMYHBIX IPU3BIBOB
K OCYIIeCTB/IEHUIO TePpPOPUCTUYECKON [eATeNb-
HOCTM, TYOMMYHOTO OIpaBHaHUA TeppopusMa
VLU TIpolaraHfibl Teppopusma (ct. 205.2 YK PO)?,
1 cnyyail coBepuieHMA TEPPOPUCTUYECKOTO aKTa
(cT. 205 YK PO)°.

Teppopusm, cornmacto ct. 3 PepepanbHOro 3a-
KOoHa oT 6 MapTa 2006 1. Ne35-D3 «O npotusopeii-
CTBUM TeppoOpMU3MYy»*, — 3TO MIEONOTUA HACUINSI
U TpaKTMKa BO3JIe/ICTBUA HA IPUHATHE PelleHNA
OpraHaMM TOCY[ApPCTBEHHOI BJIACTY, OpTaHAMU
MECTHOTO CaMOYTPABJIEHNA WU MEXIYHApONHBI-
MM OpraHM3alUAMY, CBA3aHHbIE C yCTpalleHMeM
HacesleHus U (MaM) MHBIMU (popMaMu NPOTUBO-
IIpaBHBIX HACUIbCTBEHHBIX EICTBUIL

B yronoBHoO-1IpaBOBOII JOKTPUHE CYLeCTBYIOT
pasnM4Hble IOHATUA TEPPOPU3Ma B 3aBUCUMOCTH
OT pacCMOTPE€HNA OT/E/IbHBIX aCIIeKTOB aHaIM3M-
PyeMOro npecTyIIeHNA.

. b. inbsacos, [. II. JoHCKOI paccMaTpUBaOT
TePMUH «TepPpOPU3M» B LUIMPOKOM M Y3KOM CMBbIC-
7e. B MIMpPOKOM CMBICTIE TEpPOPU3M paccMaTpuBa-

' Cocrosiune mpecrynHocti B Poccun 3a stHBapb — pekabpp 2023
roga // MBJl Poccun : odmur. caitr. URL: https://MBa.pd/reports/
item/35396677 (nata obpauerns: 07.05.2024).

2 Yronousiit komekc Poccmiickoit ®emeparym ot 13 mrons 1996 r.
Ne 63-@3 (B pen. oT 12 miorst 2024 . Ne 133-D3) // CobpaHne 3aKOHO-
narenbcTBa Poccniickoit @epmepanym. 1996 1. Ne 25. Cr. 2954.

* Cocrosiume mpecrynmHocty B Poccum 3a stHBapp — Mapr 2024
roga // MBI Poccun : odum. caitr. URL: https://mMBp.pd/reports/
item/35396677 (mata obpaenns: 07.05.2024).

* O mpoTuBoOfeNCTBMM TeppopusMy : efep. 3aKOH OT 6 MapTa
2006 . Ne 35-®3» (B pex. ot 10 mronst 2023 1. Ne 287-D3) // Cobp. 3aKo-
HopmarenbcTBa PD. 2006. Ne 11. Cr. 1146.

eTCs KaK HejerajabHas MOJPBIBHAS [eATENbHOCTD,
BKJIIOYAIOIAsl TaKye BUJBI, KaK TOCYAapCTBEHHBIN
Teppop, TeppPOpPUCTIYeCKasT IONUTHIKA Y T€HOLNT,
TOrJa KaK B Y3KOM — B Ka4eCTBE OTJENIbHOTO IIpe-
cTymneHus [4, c. 99].

I0. M. AHTOHAH pacCMaTpuBaeT TEPPOPU3M C
KPUMUHOJIOTMYECKON TOYKM 3peHUS KaK OT/e/b-
HOe sBJIEHNe, BO3HUKAIOIIee B TeYeHMe JIINTENb-
HOTO BpPEeMeHM Ha 3HAYMTETbHON TEpPpUTOPUM U B
OTHONIEHUN 60JIbIIOro KommnyecTsa mij [1, ¢. 10].

M. A. Maropus, 0. H. MaropuHa cripaBefnso
CUNTAIOT, 4YTO OTCYTCTBUE eIMHOTO ITOXO/a K OIIpe-
Ie/IeHNI0 Teppopu3Ma CYIIECTBEHHO 3aTPY[HAET
60pbby ¢ aTUM ABNEHUEM [5, . 71].

[Tonaraem, uro Teppopusm (ct. 205 YK P®) -
IpeCTYIIeHNE, ITJIABHOM LIe/IbI0 KOTOPOTO sIBJIsIeT-
s HapylleHMe 00IeCTBeHHOI 6e30IacHOCTH, KO-
TOpO€e BBIPAXKAeTCsI B OCATATENIbCTBE: Ha KU3HD U
37I0pOBbe IPaKaH, 00'beKThI KPUTNYECKOIT MHPpa-
CTPYKTYPBI, IPUPOTHYIO CPeRY, NHPOPMALVIOHHYIO
CpeRy, OpraHbl TOCYAApPCTBEHHOTO YIIPaB/IeHNs,
rOCyHapCTBEHHBIX U 0011[eCTBEHHBIX JesTeneit. [lo-
CTVDKEHVIE TIOCTAB/IEHHBIX 1[€/Iell BBIITOTHSAETCS Me-
TOZIOM 3aIyTMBAaHMA HaCceTIeHNA.

Ha ¢one obocTpstomumxcsa IpoTUBOpeynii no-
JIUTUYECKOTO, SKOHOMUYECKOTO M COLMATBHOIO
xapakTepa Mexpay Poccueit u 3amagoMm, KOTOpble
HaOJTIOfIAI0TCS B IIOCTIE{HYIE TO/bL, TPOOIeMbI HALV-
OHaJIPHOJ 6€30MaCHOCTY IPHOOPETAIOT pelraoliee
3HadeHue. [laHHbBIe MPOTUBOpPEUMsT O0OYCIOBIEHBI
mpeKpaljeHieM MPe)XHUX KOHTAKTOB Ha MHOTHUX
MOIMTUYECKMX ¥ SKOHOMUYECKMX IUIOM[A[KaX,
BBeJleHMeM B oTHoleHun Poccuiickoit @eneparun
SKOHOMMYECKUX CAHKILMNI, OTCYTCTBMEM BOEHHON
6e3onacHoCTU Poccuu, Tak Kak BOeHHBIe 6a3bI 6710-
ka HATO HaxopsITCsi B HEITOCPECTBEHHO 6/1130-
CTU OT TOCYAAPCTBEHHBIX I'PaHMII.

B pesynbrare JaHHON HMOMUTUYECKOI ¥ 9KOHO-
MIYeCKOiT 00CTaHOBKM YCU/IMIACh LieJIeHaIIpaB/IeH-
Hasl JIesATeNTbHOCTb OT/AE/IbHBIX JINL], OPTaHM30BaH-
HBIX (OPMUPOBAHMUII, KOTOpble KPUMWIHATbHBIM
(TeppopMCTUYECKNMM) CIOCOO0M BO3HENCTBYIOT
Ha TOCYIapCTBO U €r0 TepPUTOPUAIbHYIO LIe/IOCT-
HOCTb, CO3/jaBasi TeM CaMbIM COIIVIAJIbHYIO HAIIps-
JKEHHOCTb B CTpaHe. VIMEHHO II03TOMY TeppOpu3M
clenyeT KnaccuuIupoBaTh Ha TakKue BUJIBI, KaK
HALVIOHAIMCTUYECKNI, PEIUTMO3HBIN, ULEO/IOIN-
YeCKUI, MO TUIECKIIL, MH(OPMAIVIOHHBIIL.

Oco6y10 aKTyabHOCTD IPefCTAB/ISIET U3YUeHe
MHGOPMAI[MOHHOTO TePPOPU3MA, TPOSBIISIONIETO-
Cs1 B MAHUIY/IAIMIOHHOM BO3Je/ICTBUM Ha IICUXNKY
rpaXKIaH IpyY MOMOLIY MH(OPMAIIOHHBIX pecyp-
coB (BeO-CaliTOB, COLMATIbHBIX CETell, MEeCCEeHIKe-
POB), KOTZIa paclpocTpaHseTcs Ae3uHpopManus,
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HOCPEACTBOM KOTOPOil (POPMUPYIOTCS HY>KHBbIE
IS IPeCTYIIHUKOB MHEHNA, B3I/IA/bL, B pe3y/IbTaTe
4ero IpOMCXOANT BepOOBKa IPakKaH.

VHpopManMOHHBIT TEPPOPU3M MMeeT 0CoOble
NpU3HAKM, TaKMe KaK MacUITaOHOCTh COBeplIae-
MOTO IIPeCTYIUIEHN, Cepbe3Hoe (PMHAHCUPOBAHNE,
Hajm4ue TeXHOIorn4eckoit 6assl [3]. B HacTosmee
BpeMs MH(POPMALMOHHBII TEPPOPU3M CTall yIpo-
3011 13-3a cepbesHoro BauAHNA CMVI Ha co3HaHMe
TpaXJjaH, TaK KaK HEKOTOpas 4acTb COLMA/TbHBIX
ceTell NpeBpalljaeTcid B Pa3BeTBICHHYIO CHCTe-
My IIpONaraHjbl HETePIUMOCTY II0 OTHOLIEHNIO K
OIIpeie/IeHHBIM COLMa/IbHBIM TPYIIIIaM.

CregyeT ykasaTh, 4TO B JeATe/IbHOCTY IIPaBO-
OXpaHMTeNbHBIX opraHoB Poccuiickoit Oepepannn
UMEIOTCS CJIOKHOCTM, CBSI3aHHBIE C IIPOBEPKON
nHpOpMaLNK, COfEPIKaIlelics B COLMATbHBIX Ce-
TsX, Takux Kak Facebook!, Twitter?, «BKonrtakre»,
«O[HOK/TAaCCHUKI» U IPYTHE, @ TAK)Ke MeCCEeH/pKe-
pax st MoOMIbHBIX TenedoHoB Bpoae WhatsApp?,
Viber, Line* u T. 1., Tak KaK gaHHbIE VIHTE€pHET-II/IaT-
dbopMBI He TIONUMHAIOTCSA 3aKOHOZATeNbCTBY Poc-
cniickoit Pepepanun. Jlrobas nHpopmanys o 3a-
MHTEPECOBAHHBIX II0/Ib30BATENAX MOXeET OBITh
HO/Ty4YeHa TOIBKO II0 3allpOCy WM Ha OCHOBAHUU
MeXIyHapOoiHOTo cyfe6Horo nopydenns. OcobeH-
HO CJIOXKHO YCTAHOBUTD VICTOYHVIK IIPOVICXOXK/ICHMSI
nnpopmanunn Ha Facebook®, Twitter®, WhatsApp’,
Viber, YouTube®, Tak kak OHY HaXOIATCS MOJ IOPUC-
AVIKIIVIeVl MHOCTPAaHHBIX TOCYAApCTB.

C pasButneM nHGOPMALIMOHHBIX TEXHOTOTUN U
MMOBCEMECTHBIM UCIIONb30BAHNEM MHTEPHETa BO3-
HVIK HOBBI/I MHCTPYMEHT, CIIOCOOCTBYIOIMII pac-
IPOCTPAHEHNIO UJIe0/IOT UV TEPPOPU3MA, — Pa3TINd-
Hble COlMaIbHble CeTH (MeCCeHIKephl), K IIpUMepY,
Takue Kak Telegram.

Ceropnsa Telegram sABnsAeTcA OTHONM M3 CaMbIX
HONY/IAPHBIX COLMAIBHBIX ceTell (MecCeHKepoB)
B Mupe. OH npepjaraer mudposaHme cooOIeHMI
Y OTHOCUTE/IBHYI0 QHOHVMMHOCTb, 4TO JIeJIaeT ero
IPUBJIEKATe/IbHBIM [/ PA3/INYHBIX TPYIII, BKIIIO-
yas Teppopuctudeckue opranmsanyu. Cosganue
telegram-kaHaoB, Iie MOXKHO OOMEHATBCA UAEAMU
U MaTepuasaMy, IIpUBJIeKaeT OIpe/elIeHHYIO KaTe-

' TIpunagnexur kommannn Meta Platforms, Inc., nmpusxausnoit B Poc-
CHU 3KCTPEMICTCKOII OpraHM3aleri, ee 1eATe/IbHOCTD 3alpelleHa.

% 3abnokupoBan Ha Tepputopru Poccuiickoit demeparmn.

* IIpuHapnexunt kommauuu Meta Platforms, Inc., mpusnanHoit B Poc-
CHU 3KCTPEMICTCKOI OpraHM3aluer, ee IeATe/IbHOCTD 3alpeleHa.

‘ BHeceH B peecTp 3alpeleHHbIX CaiTOoB.

® [IpuHamnexunt kommauuu Meta Platforms, Inc., mpusnanHoit B Poc-
CUM 9KCTPEMUCTCKOI OpraHm3alieil, ee fesATeIbHOCTD 3alpeleHa.
©3abnokuposaH Ha Teppuropun Poccuiickoit Penepariyn.

7 IpuHamnexut kommauuu Meta Platforms, Inc., mpusnanHoit B Poc-
CUM 9KCTPEMUCTCKOI OpraHm3aliieil, ee fesATeIbHOCTD 3alpeleHa.

8 Caiit HapyIIaeT 3akoHozaTenbcTBo Poccuiickoit Gepeparym.

TOPUIO II0/Tb30BaTesIell, MHTEPECYIOIMXCS Teppo-
PUCTUYECKOI UJIEONTOTHEN.

Telegram mpepocTaBsAeT MpeCcTYIHUKAM BO3-
MOYXHOCTb TaliHO OOIIAThCsl, HAUMHASL C BEpPOOBKYU
1 00ydeHMs OYAyLIero IpecTyNHNKA U 3aKaH4u-
Bas CO3/IaHMEM TaK Ha3bIBAeMbIX 3aKPBITBIX «CILA-
IUX sT9eeK» TEePPOPUCTUYECKUX TPYIINPOBOK.
«Crisimue A4eiikM» TePPOPUCTOB, KaK IIPaBUIIO,
IpefCTaB/IeHbl TMLAMM, IIPOXOAVBIINMYU 0OEBYIO
IIO/ITOTOBKY B JIarepAX 6O€BVKOB, BOEBABIINX Ha
CTOpOHe 3alpelljeHHoil B Poccuy rpynmmpoBku
«VI'», a TaxoKe TPyLOBBIMU MUTPaHTaMI.

CoryanbHble CeTV MO3BOJISIIOT JIETKO BHIOMPATh
JII0fIe], Y KOTOPBIX HeT YeTKUX TMIHOCTHBIX [O3M-
1M1, HO KOTOpbIE B TO K€ BpeMsA eMOHCTPAaTHBHO
IPOSAB/IAIOT CBOI aKTVBHOCTD B TIOOBIX PE/TUTIO3-
HBIX, TIOJIMTUYECKNX WIN APYrux Temax. K takum
JIOJSIM TIOCTYIAET IIPefIOKEeHNe «/IerKOro 6oJb-
1I0TO 3apaboTKa» 3a OPraHM3aLNI0 U IPOBeEfieHNe
TEPaKTOB B MeCTaX C OOJIBIINM CKOIUIEHUEM JTIOfIelt.

Telegram faeT BO3MOXHOCTb PerMCTpanuy 1
001[eHNsI aHOHMMHO 0e3 MieHTU UKLV T0/Ib30-
BaTeJIs, II09TOMY JIMIA B 9TOM MECCEHJ[)Kepe MOTYT
BECTH IepeIcKy Ha Mo0ble TeMbl, BK/II0Yasi MOf-
TOTOBKY TepPaKTOB, U IIPK 9TOM OBITb COBEPIIEHHO
yBepeHHBIMHU B CBOell Ge3HaKa3aHHOCTH. [JaHHBI
MeCCeH/Kep IPefoCTaBIAeT MOMEHTA/IbHBIN, a
[JIaBHOE, HAJIeXKHbII CII0c06 001eHNs, TaK KaK CO-
Iep>XaHue pasroBopa saumdposaHo, a Telegram
uMeeT COOCTBEHHDIN B3ITIA[ Ha KOH(UAEHIMaIb-
HOCTb 1 COOCTBEHHYIO NOJUTUKY 0e30IacHOCTIH,
He PacKpbIBasi IPY 9TOM CBefleHMsI, paciudpoBKa
KOTOPBIX 4epe3 HeCKOIbKO 4acoB He OyleT MMeTb
HYKaKO MHGOPMATUBHOCTIL.

[IpecTyIHMKM MOTYT MCIONb30BaTh MECCEH-
mxep Telegram myst o61jeHNs ¢ IpecTyIHON Ipym-
IVPOBKOIT 1 KypaTopaMi 13-3a IPaHuLbl (yKpauH-
ckue HamyoHanuctol, VI, XAMAC, «Anb-Kanga»’®
U fip.).

BonbIIMHCTBO BEepOOBIIMKOB — TOHKME IICH-
XOJI0TY, OOyYeHHbIe IIpJeMaM ¥ MeTOJaM BO3Jieil-
CTBUA Ha NCUXUKY mofieli. CHeKTp BO3[eliCTBMA
OTPOMEH: TICUXOIOTMYeCKUe MaHUIY/ISINA, YIPO-
3bl, [IAHTAX.

CrnemyeT IpMBeCTU IpUMep MCIIOIb30BAHMA CO-
nanbHol ceTn (Meccenpkepa) Telegram Teppopu-
CTaMM, OOpaTUBLINCH K TEPPOPUCTIIECKOMY AKTY,
nponsourefuiemMy 22 mapta 2024 r. B «kKpokyc Cutn
Xorner, BCeCTBIE KOTOPOTO MOCTpagano 145 ye-
JIOBEK, BK/TI0O4as 6 JIeTell.

OpvH n3 mcnonunreneit tepakra Ilamcupnu
®apupyHu (rmaBapb TeppOPUCTUYECKOI TPYIIIN-

°TIpusHaHa B Poccun TeppopucTuyeckoil opraHusarei, ee fesTenb-
HOCTb 3allpellieHa.
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POBKII) COOOIINIT, YTO MHCTPYKIUY IO TOATOTOBKE
U OpraHU3aIVY TePaKTa, a TaKXKe oOelllaHue oIIa-
TBl 32 KPOBAaBYIO aKIIMIO OH IOTy4Ya/l OT HEKOEro
IIPOTIOBeHMKA UMeHHO Yepes Telegram. Taxoxe cam
[ITamcuayH BepOOBaM OCTa/NbHBIX MCIIOTHUTEIEN
TepaKTa Yepes3 JaHHYIO COLVAIbHYIO CeTh (MecCeH-
IKep) TOf MeHeM «AOLyIIo».

CrenctBeHHbIT KomuteT PO nipenbaBun o6Bm-
HeHne [Janepmxony Mupsoesy u Mypopganu Paya-
6amsony, Myxammancobupy Paiizosy u lamcu-
nuny QapupyHn B COBepUIEHUN NIPECTYIIIEHN 110
. «6» 4. 3 cT. 205 YK PO. [lanHas craTbs mpegyc-
MaTpuBaeT HaKa3aHMe B BUJE JIUIICHNS CBOOOIBI
Ha CPOK OT IIATHALATH [0 ABAALATH JIET, C OTPAHM-
JeHMeM CBOOOJBI Ha CPOK OT OJJHOTO TOfia JI0 IBYX
JIeT VIV TIO>KM3HEHHBIM JIMIIeHeM CBOOObI'.

[TpencraBisieTca, YTO HpaBOOXpaHUTE/TbHbIE
OpraHbl MOTYT CTA/IKMBATLCSA C PA3/INIHBIMU TPYH-
HOCTSAMM, CBA3AHHBIMU C paccefoBaHueM Teppo-
PUCTMYECKUX aKTOB, COBEpIIAEMbIX depe3 COL-
anpHyIo ceThb (Meccenmpxep) Telegram.

C ofiHOIT CTOPOHBI, CO3/IaTe/IN YaTOB MCIIONb3Y-
I0T pas3/IM4HbIe METOMbI 00X0Ma CICTEMBI He3omac-
HOCTH, YTO 3aTPyHHAET BbIAB/ICHIE UX MJeHTNYIHO-
ctu. C pyroit CTOpoHsl, mndpoBaHue cOOO1IeHnI
IemaeT MX IMPAaKTMYeCKV HeJOCTYIHBIMU IJIA aHa-
nM3a MPaBOOXPAHUTETbHBIMU OpPraHAMM, YTO Cy-
I[eCTBEHHO 3aTPyAHAET IIPOLlecC paccaefoBaHms 1
IpefjoTBpalleHe TEPPOPUCTNIECKIX aKTOB.

I pyras ceppesHas mpobiema, CBA3aHHAA C CO-
nuanpHON ceTblo (MecceHmxepoM) Telegram, 3a-
K/II0YaeTCs B UX IIPOIAraH/CTCKOM AeATeIbHOCTI
Jyepe3 omnpefie/ieHHble telegram-kaHambl. DKcTpe-
MMCTCKAsl UJIeONIOTUA 1 TIPU3BIBbI K HACU/INIO IIN-
POKO PaCIpOCTPaHAIOTCA Yepe3 9T KaHalbl, OKa-
3bIBasl B/IVSIHIE HA YA3BJIMbIE C/I0M HaCe/IeHMSL.

ITpencTaBnsgeTcs, 4To cucTeMa NpOGUIAKTUKA
MHPOPMAIMOHHOrO TeppopuaMa B Poccuiickoit
denepanyuy JOMKHA OCHOBBIBATbCA Ha 4YeThIpeX
MOZIXOJIaX: COIMATbHO-9KOHOMIYECKOM, OpPraHN3a-
IVIOHHO-Te€XHIYeCKOM, IIPaBOBOM, BHELITHEM (MeX-
IYHapOJHBIIL).

ConnanbHO-5KOHOMMYECKNII IIOAXOA Ipef-
yupexpaeHus WHPOPMAIMOHHOTO TeppopusMa
BK/IIOYaeT aHa/lu3 MOTMBOB TePpPOPUCTOB, M3Y-
JeHMe U IOBbILIeHNe 3HAHUII MO/Ib30BaTeIeil 00
MHPOPMALMOHHOM TeppOpuU3Me, OIIpefie/ieHue
TPaHMLIBI MEX/Y HOIYCTUMBIM U HETOIYCTUMBIM
nosefieHNeM B cepe MHPOPMAIVIOHHBIX TEXHOTIO-

! BopTHuKoB: OCHOBHOIT OpraHusaTop Tepakra B «Kpokyce» Haxogurcst
3a rpanntieit // Poccuiickas rasera. URL: https://rg.ru/2024/05/07/glava-
fsb-bortnikov-organizator-terakta-v-krokuse-nahoditsia-za-rubezhom.
htmI?ysclid=lvwo8p1tjc755869831 (nata obpamerust: 07.05.2024).

TUil, @ TaK)Ke pasBUTHE CUCTEMBI MH(OPMAIMOH-
HOJ1 6€3011acHOCTH.

JlaHHbBIe MepONpUATHA BK/IIOYAIOT 0OydeHue
COTPYAHUKOB IIPAaBOOXPaHMUTEIbHBIX OPraHOB O
MeTofax OOHapy>KeHMs U IpefoTBpAlleHNs JMH-
¢dopMaIOHHOTO TeppopusMa. BaKHO yuuTHIBaTH
VHAVBUYaTbHble 0COOEHHOCTI TUIHOCTY TeppoO-
PUCTOB, a TaKXXe IMPeAIPUHIMATH MePHI [0 ITOBBI-
IIEHNIO YPOBHA 3HAHUII HaceleHMA O LUPpPOBOI
6esonmacHOCTU. ONTHMA/TbHBIM pelleHNeM ABJIAeT-
s COYeTaHVe BUKTUMOJIOTYECKOI TPOPIUITaKTUKY
¥ pa3pabOTKM CTpAaTEernii 3alUThl TNIHOCTI B CETH
NuTtepHer.

OpraHmusanMOHHO-TEXHUYECKNIT TOX0S K
npedynpescoeHuro NHGOPMAIVIOHHOTO Teppopu3Ma
BKJIIOYaeT B ce0s1 paspabOTKy, BHepeHNe, Hello-
CPEeACTBEHHYIO peajM3aliio ¥ COBEpIICHCTBOBA-
HJle MepOIPUATUII MO NPEeSOTBPALICHUIO aHA/IN-
3MPyeMOTO BMJa NMPeCTYIUIeHNUIL. [JaHHBI TTOAXOT,
TaKXKe IIpeflycMaTpUBaeT npedynpexcoeHue WH-
(bOpMaIVIOHHOTO TeppOpMU3Ma IIyTeM MPUMEHEHNA
TeXHIYECKVX Mep, HallpaB/IeHHBIX Ha obecrevyeHe
6e3omacHoctu B chepe nudopmarun. Kpome Toro,
OH ofecrieunBaeT CO3/jaHNe MaTepUaabHO-TEXHU-
4ecKoit 6aspl AJIs1 Ofpas/e/eHNIl, 3aHUMAIOIINXCS
IPOTUBOJEIICTBUEM aHAMNU3UPYEeMbIM IIPeCTyIIIe-
HMAM, OCHOBBIBAasCh Ha COBPEMEHHBIX BBICOKVX
texHOMornAx. Heo6xonumMo MakcuMaibHO CKOOp-
AMHUPOBATh HEVICTBUA BCEX 3aMHTEPECOBAHHBIX
CTOPOH: IPAaBOOXPAaHUTEIbHBIX OPraHOB, IIpef-
IpUHUMaTesel, OOIeCTBEHHBIX OpraHM3ALNIL,
VICCTIE[IOBATENbCKIX YUPEKAEHWIT U TPXAaH IS
npenynpexennsa MHGOPMALIOHHBIX YTpo3. B Ha-
CTosiIjee BpeMsl OTCYTCTBYIOT 3¢ peKTUBHBIE MeXa-
HM3MBI IIPOTUBOJIEVICTBYA JAHHBIM BUJIaM IIPECTY-
IIeHni B cdepe MHGOPMALIOHHBIX TeXHOIOTHIL.

[l nOBBIIIEHN S TIPaBOBOIL MH(POPMALIMOHHOI
TPaMOTHOCTH TIO/Ib30BATeNIell CIefyeT MpenIo-
XKUTD CO3JIaHMe U TOCTIefyollee BHeIpeHne 6as3o-
BBIX Y4eOHBIX KYPCOB /I IPaBWJIBHOTO IMO/Ib30-
BaHMA counanbabiMu ceTsiMu (Facebook?, Twitter?,
«BKoHTakTe», «OIHOKIACCHUKI»), MeCCEHKepa-
mu (Telegram, WhatsApp*, Viber, Line’) n napiMu
MHTepHEeT-I1aTHOPMaMIL.

ITonmaraem, 4To TaHHbIE MEPOIIPUATIA TIO3BOIAT
3alIMTUTH IO/Ib30BaTeNell B MHPOPMALMOHHOM
IPOCTPAHCTBE OT BO3JIEVICTBUA 3/I0YMBIIIICHHN-
KOB, 4TO CHVSUT YPOBEHb COBeplIaeMoro nHgop-
MAalMIOHHOTO TeppOopu3Ma.

* [IpuHamnexut komnauuu Meta Platforms, Inc., mpusnanHoit B Poc-
CUM 9KCTPEMUCTCKOI OpraHm3alieil, ee 1eATeIbHOCTD 3alpeleHa.

* 3abokupoBat Ha Teppuropun Poccuiickoit Penepariym.

* [TpuHamnexut komnauuu Meta Platforms, Inc., mpusnanHoit B Poc-
CHU 3KCTPEMICTCKOII OpraHm3aliueri, ee ieATeTbHOCTD 3aMpelleHa.
*BHeceH B peecTp 3alpeIeHHBIX CaliTOB.
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BOI'IpOCbI YFOJTOBHOTO, YTONOBHO-MCMNONHNTEIbHOIO MpaBa 1 KDVMUHOJTOT N

B xadecTBe crmelnmaspHON Mepsl IpefIaraeM
BBECTY B MOOV/IbHBIX IPUTOXKEHVSIX KOPOTKIE BU-
IeOPOJIVIKY, COfiepyKaliye NHPOPMAIIMIO O HOpMax
3aKOHa, peI/TaMeHTHPYIOIEr0 OTBETCTBEHHOCTD 32
COBeplLIeHMe TAKMUX IPECTYIUICHUIT TepPOpPUCTIYe-
CKOJI HaIIpaBJIECHHOCTH, KaK:

— 3aBeJIOMO JIOKHOE cOo001IIeHIe 00 aKTe Teppo-
pu3Ma;

— ITy6IMYHbIe TIPU3BIBBI K OCYIIECTBIEHNIO TeP-
POPUCTUYECKOI NeATETbHOCT;

- nyOnM4YHOe OIlpaBJaHMe TeppopusMa WIN
IpOIaraHfia TeppopU3Ma;

— COBepIlIeHNe TePPOPUCTUUECKOTO AKTa.

Bakneiimeri mpaBoBOil Mepoll Ipefynpexie-
HMA MHGPOPMALMOHHOTO TePpOpU3Ma, YUUThIBAS
HETaTMBHYIO AVHAMMKY ¥ OOIIeCTBEHHYIO Omac-
HOCTb JAHHOrO npecTtymieHusa B Poccuiickon Qe-
fepanyiu, SBIAETCA NpUHATHE 3akoHa «O coum-
QJIBHBIX CeTSAX UM MeCCeHMKepax», KOTOpbIil OyzeT
perynupoBarth o61jeCTBEHHbIEe OTHOLIEHNS B Cde-
pe TIPOTMBOJENICTBUA INPECTYINHOCTY B MHGOP-
MAI[MIOHHOJI cpefie U OyJeT HaIpaB/IeH Ha peaiu-
3aIMI0 HMOMUTUKY B 00mMacTu MHQPOPMALMOHHON
0e30IacHOCTI.

BHerHuMu (Me>XIYHApPOZHBIMI) MepaMy IIpefi-
yIpexpaeHnst MHGOPMaIMOHHOTO TeppOpMU3Ma sIB-
TAOTCA:

— ycraHoB/IeHNEe 3P PEeKTUBHOTO MeXYHAPOJ-
HOTO COTpYAHMYeCTBA ¥ OOMeH MHpoOpMaumei
MeX/y IIPaBOOXPAaHUTE/IbHBIMYU OpraHamu Poccun
Y IPYTVYMU CTPaHAMM /IS OTIEPaTUBHOTO pearnpo-
BaHMs Ha MHPOPMAIVIOHHBII TEPPOPU3M;

— aKTMBHOE Y4YacTye B MeX/JYHAPOLHBIX Popy-
Max, KOH(pepeHIMAX U OPTaHU3aALVIAX, HOCBAIIEeH-
HBIX 00pbOe ¢ MHPOPMALMOHHBIM TePPOPU3MOM, C
11e/1bI0 OOMeHa OIBITOM ¥ KOOPAMHALINY COBMECT-
HBIX JIeJICTBIII TT0 TIpeAyIpexXAeHn o nHdopmaru-
OHHBIX YTPO3.

B 3axsouyeHne crefyeT OTMETUTD, YTO OCHOBHBI-
MM IPYOPUTETHBIMY COLVA/IbHO-9KOHOMIYECKIMMU
MepaMM, CIIOCOOCTBYIOIIMMU IpefyNpexXIeHII0
MH(OPMALMOHHOTO TeppPOPU3Ma, SABJIAIOTCS: MIPO-
BeJleHVIe CUCTEeMHOII MONMUTUKY MHPOPMAIIVIOHHON
0e30MacHOCTH, a TAK)Ke KaMITaHMIA 110 Y/TY4IIeHNIO
MH(OPMALMOHHbIX 3HAHWII ITO/Ib30BATeIel 110 Cy-
I[eCTBYIOIIVM MOTEHIMATbHBIM yTPO3aM B MHTep-
HeTe U CO3[laHMe MeXaHM3Ma 3alINUThl HaceTeHNs
OT COBEPLIEHNA IIPECTYIIEHNIT TEPPOPUCTUIECKON
HAaIIPaB/IeHHOCTH.
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